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WEB Penetration Testing

What is WEB Penetration Testing?

When should Penetration Testing Happen?

How does an Organization Prepare?
ike?
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What is WEB Penetration Testing?

Testing of WEB Facing Applications

Thin Client, File Transfer, Appliance, Portal
Looking for vulnerabilities for exploitation
Checking for appropriate controls
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When Should Penetration Testing Happen?

Want to be here
The First Time
Periodically every 12 to 18 months
Significant WEB Presence Changes
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How does an Organization Prepare?

Inventory WEB presence

Prioritize Risk of Applications

Involve Key Personnel (Bus, IT, Sec, Serv Providers)
Understand Bus App Peak Usage/Scheduling
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What is the Cost and Size of the engagement?

Duration of Engagement
3 to 4 Months

1 Month Scoping Statement of Work
1 Month Coordination
1-2 Months Conducting/Remediating/Documenting

Size of Engagement
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What does a Pen test look like?

Automated Phase
Robots and Automated Crawlers
Open Source Products
Proprietary Exploitation Software

Manual Phase
H Down on WEB

lication
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How to Select a Vendor

IT Security Industry

Avoid Using Same Vendors as Security Product
Providers

Depth of Attack vs Cost
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What is expected as an outcome?

Vulnerability Results/Findings
Technical Name and Brief Explanation
Difficulty of the Exploit

Sophisticated, Moderate, Trivial
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Vulnerability Results Sample

Description: SQL Injection

Functions that processed database applications within the
application did not validate user supplied query parameters.
Attackers could inject arbitrary SQL statements

Difficulty of the Exploit: Moderate
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What is expected as an outcome?

Reports and Documentation
Initial Vulnerability Analysis at conclusion
of scanning by server
Final list of Vulnerabilities by application at
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Remediation

Vulnerability Analysis Results

Apply Recommendations and Fixes as appropriate,
by level of difficulty, business impact, and ease of fix
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Lessons Learned

Service Providers can believe an unplanned attack is underway
Intrusion Detection Systems can create alerts

Intrusion Prevention Systems can deny engagement or modify
results
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Best Practices

Regularly Schedule Engagements Yearly

Rotate Security Firms with Different product Sets and
Engagement Tactics

Remediate during the engagement, not later
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WEB Penetration Testing and Vulnerability Analysis

ANY QUESTIONS?




