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 Overview of revised Publication
1075

 Shared data sources
 Focus by Report Sections

Agenda
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 Continued focus on systems, locations
and areas which touch Federal Tax
Information (FTI)
 Publication 1075 sets the controls or

requirements for protecting FTI
 Agencies determine the “how” – how the

required security is provided to meet
these standards or controls

Overview of Revised Pub 1075
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 NIST SP 800-53
 What written policies or procedures are

in place?
 Is the agency executing their operations

in accordance to the written policies or
procedures?

Overview of Revised Pub 1075
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 Agencies receive FTI from many sources…
 GLDEP
 ATAT
 EOAD
 TDS
 Ad hoc requests

 …and in many transmission formats.
 SDT
 Encrypted CDs
 Direct access

Shared Data Sources
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 SRR results from on-site review
 Findings and corrective actions laid out

by report sections, which generally
corresponds to IRC and Publication 1075
sections

 High level results from all on-site reviews
conducted each calendar year reported
to Congress

Safeguard Review Report (SRR)
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 A – Recordkeeping
 B – Secure Storage
 C – Restricting Access
 D – Employee Awareness & Internal Inspections
 E – Reporting Requirements
 F – Disposal
 G – Need and Use

Focus by Report Section
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 Log creation begins upon FTI receipt
 Audit logs track movement of FTI

throughout agency processes
 Main issue encountered –

“completeness” of audit tracking logs

A – Record Keeping
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 Minimum protection standards require
two (2) access barriers

 Main issues encountered
 Wrong type of barrier
 Wrong number of barriers

B – Secure Storage
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 Need to know = no access greater than
needed for performance of duties

 Data commingling
 Redisclosure prohibited without specific

MOU permissions
 Non-disclosure statements for

contractors

C – Restricting Access
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 Employee Awareness
 Explain applicable IRC sections 7213,

7213(A), 7431
 Conduct training annually for incumbent

employees to new hires
 Training requirements apply to

contractors with access to FTI

D – Employee Awareness &
Internal Inspections
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 Internal Inspections
 Verification agency conducted internal

reviews timely and with appropriate
detail

 Internal reviews include inspections of
contractor operations - cannot delegate
responsibility for FTI protection

D – Employee Awareness &
Internal Inspections
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 Safeguard Activity Report (due 1/31)
 SAR submitted timely
 SAR clearly addresses all outstanding

corrective actions
 SAR includes magnetic tape inventory

(2008 until inventory destroyed)

E – Reporting Requirements
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 Safeguard Procedures Report
 SPR no more than five years old
 SPR clearly reflects current…

 Systems
 Processes and procedures
 Organizational structure
 Data received

E – Reporting Requirements
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 Destruction by agency
 Witnessed destruction
 Appropriate shredding size
 Appropriate electronic disposal

 Contractor destruction
 Appropriate contract language
 Certificates of destruction

F – Disposal
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 Determination ~ responsibility of Disclosure
 Verification ~ responsibility of Safeguards
 FTI used only for tax administrative purposes
 Destroy if FTI no longer needed or used
 Review of incident management policy

 Procedure for notifying TIGTA
 Notification done when identify incident “may”

involve FTI, not after investigation

G – Need & Use
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Questions?


