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Introduction

Richard J. Rudnicki, Senior Manager, Security & Privacy

Deloitte & Touche LLP

Richard has 12 years of IT related experience focused on implementing and assessing application
security and business process controls for a variety of clients specializing in the Health Sciences &
Government Industry. In addition to client experience, Richard has developed technical security and
controls content published in an ISACA book on Oracle (PeopleSoft) auditing and has facilitated several
SAP security and controls training classes.

Rita C. Scoggins PMP, Senior Manager, SAP Package Technologies

Deloitte Consulting LLP

Rita has 14 years of experience performing functional lead roles during large and complex ERP
implementations primarily in State Government, Tax and Revenue agencies. She has designed and
implemented solutions for tax return processing for multiple types of taxes, case management and
contact centers and has over 10 successful tax related go-lives across projects at the State of Florida and
State of Michigan.

Our Tax and Revenue professionals focus on:

* Market-leading COTS integrated tax solutions

* Emerging and innovative technical solutions including SOA

* Business process assessment and improvement

* Broad strategies for increasing collections

* Organizational performance improvement

* Improving the accuracy and security of taxpayer data

* Program management and quality control

* Improving revenue performance in challenging economic times
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Agenda

+ ERP-based Integrated Tax Systems — Benefits
 Security, privacy and controls considerations
* Risk-based approach to address multi-layered requirements
» Hot security and privacy topics
» 24/7 secured taxpayer access
» Data protection
« Data labeling and monitoring
» Segregation of duties and privileged access restrictions
» Key controls for integrated tax systems
* ERP enablers to build required controls

* Questions?
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ERP-Based Integrated Tax Systems — Benefits

 Less costly to implement because the majority of the system already exists

* Less complex to implement with fewer moving parts to coordinate as integration is
inherently built in the software design

* Provide documentation and training materials as a starting point
» Less delivery risk because the solutions are demonstrated in other similar organizations
+ SOA-enablement out of the box, requiring fewer resources to implement

+ Allow for early prototyping for users to see the entire solution, provide feedback and input,
and prepare for implementation earlier in a project. Achieving a good understanding of the
entire system early reduces user anxiety over the unknown

 Provide flexibility through a business rules engines and other configuration
* Provide “plug and play” for many third party products

« Works with multiple operating systems, database management systems and hardware
platforms

» Provide an upgrade program for new functionality and technology enhancements to extend
the life of the system
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Security, Privacy and Controls Considerations

The shift from vertical functional processes to end-to-end, ERP web-enabled processes will
have a profound impact on the internal control structure. An integration of data and
expansion of access points also affects security and privacy requirements:

Points of control — from multiple validations of data or
transaction a single validation at the point of creation

Integration of data — data previously stored and
secured across many disparate systems is stored in a
common database accessible through one integrated
system

Additional access points — with web based
functionality and a push for open government, user self
service access is being increasingly deployed by many
states
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Security, Privacy and Controls Considerations

Security, Privacy and Controls considerations should be addressed using a multi-layered
approach

Integrated Tax Solution Environment

Application Considerations

CONTROLS
- Manual Controls - Automated Controls - Interface/Data Controls

SECURITY & PRIVACY
- Identify and Access Management
- Role-Based Access Control
- Segregation of Duties

Database Considerations
@ - DB Security ) Talélr:aclzl:;:ltciiol.nevel - Auditing and Monitoring

Infrastructure Considerations

‘ . - Security Event & Incident
- O/S Security - Network Security - Physical Security
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Risk-Based and Rationalized Approach to Address Multi-
Layered Requirements

Security, Privacy and Controls Approach

Rationalization — Requirements, Functionality, Tools

Req ements o o Prod 00

NIST 800-53
. Requirement: - Audit, SIEM SIEM tool
\ DOR requires support for Logging & monitors all
~ Access Control auditing user access to Monitoring — events across the
Baseline restricted ("VIP") data, Useraccess enterprise, and
Regulations including logging of to VIP data uses powerful
events and user dialogs will be correlation and
explaining access monitored analysis to identify
X and logged business and SECURITY & PRIVACY
IRS 1075 Audit & Requirement: technology threats Wonly niAcones Musagoment
Accountability Il The organization e e g

supervises and reviews
the activities of users with
respect tothe
enforcement and usage of
information system
access controls.

\

Privacy Laws

Identification &
Authentication

- Securlty, Privacy and Controls

PCI Securty Event &
System and A Requirement: -Log SIEM SIEM tool-can -7 Costola Eacrypios et Mostorn
Communications ¥y The audit trail shall Management manage and N
Coricmico capture: —Log events report on log data O Secusty Netwerk Secuy Physical Secuy
the date of the system and sudits from 3 wide range
event; trails from all of commercial
the time of the system systems will products. It
event; be collected provides system
Security & the type of system event and stored in content (pre-built
Privacy initisted; and acentral rules, reports,
the user account, system location. alerts, and
account, service or dashboards) that
process responsible for can be used for
initiating the system security and
event. compliance
X monitoring, and
N Requirement: supports specific

DOR requires support for ceguiations
auditing user access to
restricted (VIF7) data,
including logging of
events and user dialogs
explaining access.

Security, Privacy and Control efforts must appropriately address compliance requirements

Government is expected to do more with less resources

Solutions must fit within budgets and be sustainable

Risks and compliance requirements must be understood and should be rationalized and
prioritized
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Hot Topic: 24/7 Secured Access for Taxpayers

» Provide self-service infrastructure for 24/7 self-registration and taxpayer account maintenance

« Appropriately restrict/grant access to taxpayer data online

pona. I;I

» Log requests to access top-level accounts and communicate to corresponding taxpayers

m
..

Identlty Access g
Management JmE_

Management —

Pnnter
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Hot Topic: Data Protection

1
Tax Data r-
Data in Motion Data at Rest
» User role management » SSLv3.0/TLS (minimum » ldentify database fields
. Role based access control 1024-bit encryption key) and t.a.bles that contain
sensitive data
» User activity monitorin = IPSec
ty 9 » Encrypt sensitive fields and

tables

- Database user roles and
activity monitoring

» Develop an understanding of entry and exit points for high risk data (i.e., PIl, High Profile
Taxpayer Records, Federal Tax Information, etc.) and its flow through the ERP system and
across to other applications. Specific security and privacy requirements exist across the

following:
— Data at Rest — Secure access to data stores and encrypt high risk data
— Data in Motion — Secure data transferred over the network/interfaces

— Data in Use — Apply role-based access controls to enforce need-to-know/need-to-use
principles. Monitor user interactions with high risk data
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Hot Topic: Data Labeling and Access Monitoring

Develop an inventory of access points to high risk data
Apply labels where required

Monitor access (Consider supplementing ERP delivered audit functionality with leading
COTS products to monitor view activity)

Develop reports and procedures to review logs in order to investigate inappropriate access
to high-risk data
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Hot Topic: Segregation of Duties and Privileged Access
Restrictions

» An integrated system creates the need for segregation of duties which must be identified,
enforced through appropriate access assignment and monitored

SECURITY
ADMINISTRATION

« ERPs$ provide functionality, and COTS (GRC) tool
segregation of duties requirements

lllustrative Sample

Segregation of Duties Matrix

w|ROLE/PROFILE ASSIGN
w|ROLE DEVELOPMENT

m|USER CREATE

Process Function S02 S03

USER CREATE
ROLE/PROFILE ASSIGN BS02
ROLE DEVELOPMENT BS03

SECURITY
ADMINISTRATION
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Enforcing Segregation of Duties and Privileged Access
Restrictions

* Privileged access to functionality and data must be identified, tightly restricted
and monitored

Q3 Y rremmos D rreremers 9 Fr0Access G| %P FrergniDAcmin | %P FF Comureton | %9 Cmca Teeaes s B

PriVileged AcceSS ;s:no::m ”?mc?e“;u = 00 m:(’mmuswmms-wsro."oum ey T

FIREFIGHTD2 PETERS O8O [TO PERFORN MATERIAL MANAGEM

Roles 1
x

To create userid Tor tom nesmsr and
assign the recuired roles

Document Why Needed

Runring Transactions subl, pfcg

a
Date Time Server Nane Iransaction  Report Name Regert Title
TCode Tine Ta1e Fleld Text 01d value New Yalue
@ FIREFIGHTEN SJONES €411 2064 10:€3012 TO CREATE USERID FOR 104 KEMMER AND ASSIEN THI
- O 0811 2064 190312 plute_vyQ3_0a Mainmenu
AUdlt Log D 04.11.2004  10:00:17  pluto_¥23 09 su81 SAPHELLO Usar Maintenanca
© 91,17 2664 19:04:24 piute_vas_09 Lald] SEPLFREN_TREE  RO1¢ MaIntensnce
& FIREFIGHTES SJONES & 11 2004 10:67 18 TO CREATE MATERTAL MATTRESS SPAINS
O 04.11 2064 10:07:1€ plute v 09 Mayn¥ery
G 04,171 2664 10.0T7.23 plute_vQ3_09 e SAPHMGG 1 Craste Msterial &
10:09:52 0000000€0000000062 DHAXT New record Created.
10:00:82 09E009CE000C000EE2 Cnasm Now rocord Croated.
10:09:52 006000600000 DEE2 MARR New record Created.
© FIREFIGHTES NCARTER €411 2004 10:14.43 CREATING A G/L ACCONT
© 0811 2664  19:14:4%  plutc_vQ3_09 Mz neny
D 04 11 2664 10:14:%8 pluto_ya3_03 FEN1 SEPNFEZH Create Sanple Account
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Key Controls for Integrated Tax Systems

« With the implementation of an ERP-based tax solution, it will be important to
design and implement controls which manage risks and meet control objectives

related to:
— Financial Reporting — Controls which determine the accuracy, completeness
and reliability of financial information

— Operational Efficiency and Effectiveness — Controls which determine
business objectives are met (e.g., customer service, operations, etc.)

— Regulatory Compliance — Controls which facilitate compliance with
applicable laws and regulations (e.g., IRS 1075 Guidelines, etc.)
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Key Controls for Integrated Tax Systems

» The following are examples of common controls for ERP-based Integrated Tax
Systems:
— Ability to define error and exception conditions and associated severity level
via configurable controls
— Ability to provide statistics on items in suspense and on exception-based work

lists and indicate the number of items that are suspended or work listed by
error type and also indicate whether that error type can be overridden or not

— Ability to specify which errors should be overridden and automatically
reprocess items in suspense or on exception work lists to release those returns
with only error/exception conditions

— Online process monitoring reporting that shows backlog, throughput, arrival
and resolution rates, by tax, return type, work list, and work list reason

— The ability to establish user defined tolerances (by dollar amount or
percentage) as appropriate across relevant exception identification criteria.
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ERP Enablers to Build Required Controls

« ERPs have features and functions which can enable an effective and efficient internal
control structure. A key objective is to leverage ERP automated controls including:

* Authorization checks * Reference documents
« Data entry validation « Sample documents

* Number ranges « Control accounts

+ Automatic postings * Match codes
 Tolerance levels  Logging of changes
 Document blocking « Archiving documents
« Document types « Balance verification

* Posting keys * Supervisory release

* During implementation, business processes must be analyzed and controls designed and
configured using these and other enablers

» These control types would be part of the design, documentation and implementation of
controls
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Questions?

Name Title Contact Information
Richard J.  Senior Manager, rrudnicki@deloitte.com
Rudnicki Security & Privacy, Health Suite 900
Sciences & Government, 600 Renaissance Center
Deloitte & Touche LLP Detroit, MI, 48243-1704
U.S.A
Direct: +1 313 396 2519
Main: +1 313 396 3000
Fax: +1 313 566 9444
Rita C. Senior Manager, rscoggins@deloitte.com
Scoggins Enterprise Applications, Suite 1500
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Public Sector,
Deloitte Consulting LLP

191 Peachtree Street, NE
Atlanta, GA 30303-1924
USA

Direct: +1 404 631 2447
Main: +1 404 631 2000
Fax: +1 404 890 9630
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Deloitte

This presentation contains general information only and Deloitte is not, by means of this presentation, rendering accounting,
business, financial, investment, legal, tax, or other professional advice or services. This presentation is not a substitute for such
professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before
making any decision or taking any action that may affect your business, you should consult a qualified professional advisor.

Deloitte, its affiliates, and related entities shall not be responsible for any loss sustained by any person who relies on this
presentation.

About Deloitte

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee, and its network of
member firms, each of which is a legally separate and independent entity. Please see www.deloitte.com/about for a detailed
description of the legal structure of Deloitte Touche Tohmatsu Limited and its member firms. Please see www.deloitte.com/us/about
for a detailed description of the legal structure of Deloitte LLP and its subsidiaries.
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