Determining Entity Relationships in Combating Refund Fraud
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What we Iook for

e Fraudulent income tax refund clalms

— Invalid wages, withholding, and other
refundable credit claims

—EIC equivalent

e Collaborate on investigations with IRS
CID as well as our counterparts in other
states through our Suspicious Filer User
Group
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Common data we seek Imks between
e Address

« Employer

e Relation
 Bank Account

e Filing Method

e |[ncome Amount
e Credit Amounts
e Preparer
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Past Anéfly5|s I\/Iethods

e Paper charts: overly time consuming and
difficult to edit, disclosure Issues

e Excel spreadsheets: difficult to show
multiple links between suspects,
employers, bank accounts, etc.

e Multiple print-outs: Iineffective in storing
related data in easy to locate groups




New I\/Iethod

T

e 12 Analyst’s Notebook
—Demo CD

e 12 Analyst’s Notebook Is used by over
2,000 organizations worIdW|de mcludlng
—IRS -CID & -
—FBI
—Homeland Security
—state and local law

enforcement

President Bush reviewing i2 charts
produced at the Financial Crimes
Enforcement Network (FINCEN)
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. Analyst s Notebook
Visualize

» Create visual timelines "y |

« Expose hidden relationships Wl
Analyze B

e Identify Clusters

* Visual Search or Query
e Locate Paths Between entities = o —— oS
e Find and merge similar entities r
e List Items

e Select multiple Chart Layouts

e Change Representation

Communicate “*i2 software has been used in

 Brief Superiors Quickly . . . .
« Freely distribute charts every major FBI investigation
since 1994

Darryl Barton, FBI Retired
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Abilities o

f i2 Analyst Notebook

e Import data already stored in Excel and
manipulate the data to show all links
between suspects

e Multiple layouts to present data in the
most effective way

e Grade and evaluate data based on the
reliability of the source

« Embed pictures, letters, and other
records directly accessible from the chart
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Data Sou
<

Open Source Data

5 _

Analyst’s Phone Records
Notebook 6

v

iBridge

Databases Structured Files
(Oracle, SQL, Access,...) (XML, Excel,...)




View & Analyze Financial Transactions
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¥£ Analyst's Notebook - [Chart1 (Modified)]

File Edit View Insert Format Tools Databazes  Window

I = = =
K7 Bz =]

Analysis Help

®Qaaa [HME = & E
|+~ a-&A~-B-0-@-2-8E~- T

003

17th

20th April

7ih

April--June 2003

15th

May June IJuly

4 12:0|0 EM 1B|ﬁ1 ! : EFﬂ | 1D|ﬁ1 1.3|ﬁ1
. . A o . " " )

B

.i.l.l.l..i

i

i

F

1
F I

4916-5428

B

1
20
w

HIOF OO0

<
N9
w
o
o
L
(A%
=]
-
»

48000

B

]
=]
Ln
.
:

Y|
(¥,
o
L

=1
|
]
=1
v
]

452

3
&
Ty

3

107

=]
=]

367

X

€S-

w
o
=

. 3

7
Yoo
o
[=3]
]

B
o
=)
L

-

;
¥
=
w
@

Y
=]
(W8]
(%]
T
—

288

B
<

=

oY
L
Ln
S
:

¥
=]
[F%)
w

w
=
[=+]

. I

{
¥ o
]
=
w

(7% )
w
o
D o
:
-
o
(Y=}
B

4546-4646

N

|3

0457-1344

1]

Meeting

e

Surveillance

Telephone

* Middle Ezst

®  Afro-Caribbean
* Buropezn

O Eritish

| Standard

|Has Cards

[VES

|Se|ect t atching Items




Create Robust Intelligence Products
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Find Matching Entities.

Collects all entities that match each other
into sets.

You can work with each set independently

Displays currently selected set

Find Matching Entities
Matched Sets:

&) HARVARD'S LAW SCHOOL (3 Entities)
) HARVARD UNIVERSITY SCHOOL OF LAW
a3 HARVARD'S LAW SCHOOL
‘.fad) SCHOOL OF LAW, HARVARD
-5 KHELIL ABD AL RAHAMAN (3 Entties)
. /2 KHALIL AL RACHAD ABD AL RAHMAN
-1 KHALIL RASHED MUHAMMAD ABD AL RAHMAN S
-0, KHELIL ABD AL RAHAMAN st £

Members of Selected Set:

HARVARD UNTVERSITY SCHOOL OF LAW SCHOOL OF LAW, HARVARD

<] | |l uz

B O | 2affeme A ik B O Sehege Aelink SaEecide (@ @ G @ | 5 G-t

ISmart Matching j Setup... | Find | Help

Smart Matching Against Selection
Label Matching
Previoushy Linked Matches
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Beneflts of 12 Analyst Notebook

e Protects DOR disclosure practices

e Collect very detailed information and
present in a concise manner
understandable to multiple persons

e Ability to simplify our referral of cases to
our Criminal Division

 Prevent repetition of investigative actions
by making information accessible to all
DOR employees involved in the
Investigation
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Sample Case Chart

¥£ 12 Analyst's Notebook 6 - [Ellis Chart (Modified)]
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AutoTrack Home | Results Manager | Feedback Online Support | Permissible Use | Reference: None Entered m [Cloaked] [Blind

AutoTrackXP

from ChoicePoint
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AutoTrackXP Cnline Suppart Maln MEI‘IU Training & Support Resources

Please select from the following options

What's New
Click here to read about the Monday, Sepfember 12, 2005
latest enhancements 1

Popular Searches s ﬂ

Faces of the Nation Assets
Locate Individuals Anywhere in the U5, Property Ownership, Deed Transfers, Yehicles
and Boats

Criminal Offenders & Court Records

Instant access to records from state
Blsine<ses of the biatian Department of Corrections and Administrative
Office of Courts

Driver Licenses

= /ﬂ Driver License Searches
aneral searches i BT

Search for Corporations and Businesses

i

é ' Internet

I{ES
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Analyst’s Notebook has Decide with Confidence
the capability to Iimport

search results directly @
from these public

records search LexisNexis"
directories into a chart.
ﬁ R
amcrin

ChoicePoint®
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Dlsadvantages

e Each computer must have a separate
license.

— A Chart Reader can be installed on any
number of computers free but the Chart
Reader does not allow editing capabilities

—DOR has remedied this issue for us by
Installing the software & license on a shared
laptop, making the program ,

portable and accessible by
all fraud investigators
— Network dongles
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Chart Reader _
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e Allows ANB files to be published and
distributed anywhere

e Permits sharing of analytical findings

e Enables opening, searching, and
printing of charts

* FREE
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Cost of i2 Analyst Notebook

e License & Software: $4,299
e Annual Maintenance: $759
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Questlons

Contacts:

Stacy Kardell-Lessard
Minnesota DOR
Individual Income Tax
Fraud Detection
651-556-6640
stacy.kardell@state.mn.us

For purchasing information on i2 Analyst’s Notebook or other i2 Inc. products:
Kevin A. Moore

Midwest/Northeast Account Manager

Ft. Loramie, OH

937-295-2600

kevin.moore@i2inc.com

WWW.i2inc.com

Toll Free: 888-546-5242




