
1

Trusted Customer

Nonie Manion
New York State Department of Taxation and Finance

FTA Annual Meeting
Nashville, June 2, 2002

New York State Department of Taxation and Finance

• “Trusted Customer” is how the department
“authenticates” users of our services

• The degree of authentication varies depending on the
service provided

• Authentication schemes range from the acceptance of
a simple e-mail address to the requirement of shared
secrets, passwords and/or PINS

What is “Trusted Customer”
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New York State Department of Taxation and Finance

• Subscription Service

• Income Tax Refund Status Inquiry

• Statement of Estimated Income Tax Account /
Personal Authentication

• Secure Communications

• e-Tax Business Service Center

DTF Services utilizing “Trusted Customer”

New York State Department of Taxation and Finance

Subscription Service

Ø Taxpayer simply provides a valid e-mail address
Ø Taxpayers may subscribe for additional lists or unsubscribe

at any time based solely on their e-mail address
Ø No further authentication is necessary

Trusted Customer

• This service provides electronic notification when new items are
posted to the department’s Web site

• Intended for both internal and external customers
• An e-mail is sent to registered taxpayers which contains a link to

the newly posted document
• To date the largest list contains over 1,800 subscribers
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New York State Department of Taxation and Finance

Subscription Service - continued

New York State Department of Taxation and Finance

Income Tax Refund Status Inquiry

Ø Taxpayers are required to provide their social security
number, form type and, based on their form type, possibly
their requested refund amount, filing status and/or the
number of federal exemptions claimed

Trusted Customer

• This online service allows taxpayers to check the status of their
income tax refund for the current filing tax year

• In 2001 approximately 205,000 requests were made and to date
in 2002 nearly 225,000 requests have been made



4

New York State Department of Taxation and Finance

 Income Tax Refund Status Inquiry - continued

New York State Department of Taxation and Finance

Statement of Estimated Income Tax Account

• This electronic service provides taxpayers with secure access to
verify their account balance for the current and previous tax year
and the ability to electronically submit a reconciliation request to
the department

• To obtain access to this service, taxpayers must register for
secure Internet access and, once registered, they must
authenticate into the service

• After authenticating, taxpayers may utilize the service and
primary users may also perform “trusted customer” authorized
user maintenance

• To date, 5,600 taxpayers have registered for this service
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New York State Department of Taxation and Finance

Statement of Estimated Income Tax Account - continued

Ø Taxpayers are required to provide their taxpayer id and last name
Ø An initial password will then be mailed to the taxpayer’s last known personal

income tax address

Trusted Customer - Registering

New York State Department of Taxation and Finance

Statement of Estimated Income Tax Account - continued

Ø Taxpayers are required to provide their taxpayer id and the initial password they
received in the mail

Ø After logging in users have the ability to view their account information, to
electronically submit a reconciliation to the department and primary users also
may perform “trusted customer” authorized  user maintenance (next slide)

Trusted Customer – Authenticating into System
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New York State Department of Taxation and Finance

Statement of Estimated Income Tax Account - continued

Ø Once authenticated, primary users have the ability to:
Ø Add a secondary user
Ø Delete a secondary user
Ø Lock out a secondary user

Ø Secondary users to the account would then have “view” privileges to the primary
user’s account information and the ability to submit a reconciliation request

Trusted Customer – Performing “TC” Maintenance

New York State Department of Taxation and Finance

Secure Communications

Ø Taxpayers are invited to use this service and authentication
is made either over the phone or in person

Ø Once authenticated, the department registers the taxpayer
(creates a secure mailbox) internally

Ø Department then provides the URL, user name and
password to the taxpayer

Ø Taxpayers then have instant access to their mailboxes

Trusted Customer

• This service ensures that sensitive taxpayer information can be
sent from taxpayers to department personnel and vice versa via a
secure channel through the use of secure mailboxes

• To date, over 900 secure mailboxes are in use
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New York State Department of Taxation and Finance

Secure Communications - continued

New York State Department of Taxation and Finance

e-Tax Business Service Center

• This service provides Internet access for authenticated business
taxpayers to any business service offerings the department
provides

• At this time, authorized taxpayers may utilize the Corporation and
PrompTax Withholding Tax account payment summary system
and soon they will be able to utilize the IFTA e-file system

• To obtain access to these services, taxpayers must register for
secure Internet access and, once registered, they must authenticate
into the service

• To date, nearly 500 taxpayers have registered for the payment
summary service
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New York State Department of Taxation and Finance

e-Tax Business Service Center - continued

Ø Taxpayers self-register for the service by providing their taxpayer
id, contact name, tax type, phone number and password

Ø A one-time use activation code is mailed to the address of record

Ø Taxpayers are required to provide their taxpayer id and the initial
password they received in the mail when authenticating

Ø After activation, the contact person can immediately access the
services that he/she is authorized to use

Trusted Customer

New York State Department of Taxation and Finance

 e-Tax Business Service Center - continued


